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DETAILED ACTION 

1 . This communication is in response to Application No. 10/522,353 filed on 26 
January 2005. Claims 1-48 have been examined. 



Priority 

2. It is noted that this application appears to claim subject matter disclosed in prior 
United States provisional Application No. 60/398,800, filed on 29 July 2002. A 
reference to the prior application must be inserted as the first sentence(s) of the 
specification of this application or in an application data sheet (37 CFR 1.76), if 
applicant intends to rely on the filing date of the prior application under 35 U.S.C. 
119(e), 120, 121, or 365(c). See 37 CFR 1.78(a). For benefit claims under 35 U.S.C. 
120, 121, or 365(c), the reference must include the relationship (i.e., continuation, 
divisional, or continuation-in-part) of all nonprovisional applications. If the application is 
a utility or plant application filed under 35 U.S.C. 1 1 1(a) on or after November 29, 2000, 
the specific reference to the prior application must be submitted during the pendency of 
the application and within the later of four months from the actual filing date of the 
application or sixteen months from the filing date of the prior application. If the 
application is a utility or plant application which entered the national stage from an 
international application filed on or after November 29, 2000, after compliance with 35 
U.S.C. 371, the specific reference must be submitted during the pendency of the 
application and within the later of four months from the date on which the national stage 
commenced under 35 U.S.C. 371(b) or (f) or sixteen months from the filing date of the 
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prior application. See 37 CFR 1 .78(a)(2)(ii) and (a)(5)(ii). This time period is not 
extendable and a failure to submit the reference required by 35 U.S.C. 119(e) and/or 
120, where applicable, within this time period is considered a waiver of any benefit of 
such prior application(s) under 35 U.S.C. 119(e), 120, 121 and 365(c). A benefit claim 
filed after the required time period may be accepted if it is accompanied by a grantable 
petition to accept an unintentionally delayed benefit claim under 35 U.S.C. 119(e), 120, 
121 and 365(c). The petition must be accompanied by (1) the reference required by 35 
U.S.C. 120 or 119(e) and 37 CFR 1.78(a)(2) or (a)(5) to the prior application (unless 
previously submitted), (2) a surcharge under 37 CFR 1.1 7(t), and (3) a statement that 
the entire delay between the date the claim was due under 37 CFR 1 .78(a)(2) or (a)(5) 
and the date the claim was filed was unintentional. The Director may require additional 
information where there is a question whether the delay was unintentional. The petition 
should be addressed to: Mail Stop Petition, Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

If the reference to the prior application was previously submitted within the time 
period set forth in 37 CFR 1 .78(a), but not in the first sentence(s) of the specification or 
an application data sheet (ADS) as required by 37 CFR 1.78(a) (e.g., if the reference 
was submitted in an oath or declaration or the application transmittal letter), and the 
information concerning the benefit claim was recognized by the Office as shown by its 
inclusion on the first filing receipt, the petition under 37 CFR 1 .78(a) and the surcharge 
under 37 CFR 1 .17(t) are not required. Applicant is still required to submit the reference 
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in compliance with 37 CFR 1 .78(a) by filing an amendment to the first sentence(s) of the 
specification or an ADS. See MPEP § 201 .1 1 . 

Specification 

3. Applicant is reminded of the proper language and format for an abstract of the 
disclosure. The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. It is important that 
the abstract not exceed 1 50 words in length since the space provided for the abstract 
on the computer tape used by the printer is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. The language should be 
clear and concise and should not repeat information given in the title. It should avoid 
using phrases which can be implied, such as, "The disclosure concerns," "The 
disclosure defined by this invention," "The disclosure describes," etc. 

4. The abstract of the disclosure is objected to because the phrase "are provided" is 
in the first sentence of the abstract. This phrase falls into the category of implied 
phraseology and the phrase should be removed. Correction is required. See MPEP 
§ 608.01(b). 
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5. The disclosure is objected to because of the following informalities: inconsistent 
use of reference characters. Page 4, line 18 of the applicant submitted specification 
uses the reference character "30" for the corporate LAN in Figure 1 , when it should be 
reference character "18". Page 31 , line 4 of the applicant submitted specification uses 
reference character "100" for the mobile device in Figure 6, when it should be reference 
character "600". Appropriate correction is required. 

6. The disclosure is objected to because of the following informalities: incorrect 
spelling or grammar. Page 5, line 1 of the applicant submitted specification uses the 
word "todo", which should be changed to "to-do" or have quotations around it. Page 20, 
line 15 of the applicant submitted specification contains the phrase "used for a an 
outgoing message", which is grammatically incorrect. The phrase should be changed to 
"used for an outgoing message". Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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8. Claims 1 , 6-8, 21 -27, 33-34 and 39 are rejected under 35 U.S.C. 1 02(b) as being 
anticipated by Ramsdell (RFC 2633, June 1999). 



Regarding claim 1, Ramsdell teaches a method of mimetic settings selection on a 
messaging client (sending agent), comprising the steps of: 

detecting an outgoing message; (Ramsdell: pg 9, lines 22-23 specify the sending 
agent recognizing it is sending a message) 

determining whether the outgoing message is related to a previously received 
message, the received message having message characteristics; (Ramsdell: pg 10, 
lines 28-40 specify that if encryption capabilities aren't readily known that it should try to 
find a recently received message from that recipient, the recently received message 
having being encrypted) 

determining messaging settings (encryption algorithm) associated with the 
message characteristics (encryption) of the received message where the outgoing 
message is related to a previously received message; (Ramsdell: pg 10, 28-40 specify 
that if a related message is found its encryption algorithm should be used, implying 
they're identified and determined at some point) 

selecting the messaging settings (encryption algorithm) with the message 
characteristics (encryption) of the received message to control message characteristics 
(encryption) of the outgoing message. (Ramsdell: pg 10, lines 28-40 specify that the 
encryption algorithm of the related message be used on the outgoing message) 



Application/Control Number: 10/522,353 Page 7 

Art Unit: 4117 

Regarding claim 6, Ramsdell teaches wherein the step of determining messaging 
settings (signature algorithm/encryption algorithm) comprises the steps of: 

analyzing the received message to determine the message characteristics 
(signature/encryption); (Ramsdell: pg 10, lines 33-36 specify the previously received 
message is analyzed to determine the encryption) 

determining messaging settings (encryption algorithm) that control the message 
characteristics (encryption). (Ramsdell: pg 10, lines 37-40 specify using the received 
message's encryption to determine the encryption algorithm for the outgoing message) 

Regarding claim 7, Ramsdell teaches wherein the message characteristics are specified 
in the received message, (Ramsdell: pg 20, lines 20-21 specify there is a field that 
contains the signature information) and wherein the step of determining message 
settings comprises the steps of: 

accessing the specified message characteristics (Ramsdell: pg 23, lines 21-43 
specify that the header can contain signature information; pg 10, lines 28-40 specify that 
the encryption algorithm of a received message would only be used if it is both 
encrypted and signed, therefore the signature would have to be checked, possibly via 
accessing the header); 

and determining messaging settings that control the specified message 
characteristics (Ramsdell: pg 10, lines 28-40 specify determining the outgoing message 
encryption). 
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Regarding claim 8, Ramsdell teaches wherein the received message (MIME entity) 
comprises a messaging settings field (header) specifying messaging settings (the 
signature information) used for the received message, (Ramsdell: pg 20, lines 20-21 
specify there is a field that contains the signature information) 

and wherein the step of determining messaging settings (outgoing encryption 
algorithm) comprises the step of accessing the messaging settings field in the received 
message (Ramsdell: pg 23, lines 21-43 specify that the header can contain signature 
information; pg 10, lines 28-40 specify that the encryption algorithm of a received 
message would only be used if it is both encrypted and signed, therefore the signature 
would have to be checked, possibly via accessing the header). 

Regarding claim 21, Ramsdell teaches wherein the message characteristics (both 
digital signature and encryption) of the received message comprise a message 
characteristic associated with a plurality of messaging settings (both encryption 
algorithm and signature algorithm), and wherein the step of selecting the messaging 
settings comprises the step of selecting one of the plurality of messaging settings. 
(Ramsdell: pg 6, lines 18-21 indicate there is more than one type of signature and 
encryption algorithms that could be associated with a received message; pg 27, line 43 
- pg 28, line 22 specify a handful of different encryption and signature algorithms; pg 
10, lines 37-40 specify one of the algorithms is chosen for the outgoing message) 
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Regarding claim 22, Ramsdell teaches wherein the steps of determining messaging 
settings and selecting the messaging settings are repeated for each received message 
to which the outgoing message is related (Ramsdell: pg 11, lines 23-33 specify that if 
an outgoing message is addressed to multiple recipients, the multiple previously 
received messages may be analyzed to determine an encryption algorithm for each 
recipient). 

Regarding claim 24, Ramsdell teaches wherein the outgoing message is related to a 
first received message having first message characteristics and a second received 
message having second message characteristics (Ramsdell: pg 11, lines 23-33 specify 
that an outgoing message could be addressed to multiple recipients with different 
encryption algorithms; pg 10, lines 28-40 specify the encryption determination can be 
done on previously received messages), and wherein the step of selecting the 
messaging settings associated with the message characteristics of the received 
message further comprises the steps of: 

determining whether messaging settings (encryption capabilities) associated with 
the first and second message characteristics include conflicting messaging settings; 
(Ramsdell: pg 1 1 , lines 23-33 specify the ability to identify if encryption algorithms don't 
overlap, and therefore conflict) 

selecting the messaging settings (encryption) associated with the first and 
second message characteristics where the messaging settings associated with the first 
and second message characteristics do not include conflicting messaging settings. 
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(Ramsdell: pg 1 1 , lines 23-33 specify that if the encryption algorithms of the intended 
recipients don't overlap, the sending agent must then use multiple sending encryption 
algorithms. This implies that if the encryption algorithms do overlap, and therefore do 
not conflict, then it would not need to use multiple sending encryption algorithms and 
therefore encrypt the message with the overlapping encryption algorithm) 

Regarding claim 26, Ramsdell teaches wherein the step of selecting the messaging 
settings associated with the message characteristics of the received message further 
comprises the step of: 

resolving conflicting messaging settings where the messaging settings 
associated with the first and second message characteristics include the messaging 
settings. (Ramsdell: pg 1 1 , lines 23-33 specify that if the encryption capabilities conflict, 
then two separate message could be sent with the differing encryption algorithms) 

Regarding claim 27, Ramsdell teaches wherein the step of resolving the conflicting 
messaging settings comprises selecting most secure messaging settings among the 
conflicting messaging settings. (Ramsdell: pg 11 , lines 23-33 specify that the message 
should only be sent with the strongest algorithm because it could easily be intercepted 
and broken if a second copy is sent with a weaker algorithm) 
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Regarding claim 33, Ramsdell teaches wherein the message characteristics of the 
received message comprise one or more characteristics selected from the group 
consisting of: 

message format, message font, common message text, message signing 
(signatures), and message encryption. (Ramsdell: pg 10, lines 28-40 specify the 
received encrypted message will be checked for a trusted signature, covering both 
signatures and encryption characteristics) 

Regarding claim 34, Ramsdell teaches wherein the message signing and the message 
encryption are signing and encryption according to Secure Multipurpose Internet Mail 
Extensions. (Ramsdell: Pg 1 , lines 21-27 specify the security throughout the publication 
is about S/MIME encryption and signatures) 

Regarding claim 39, this system claim comprises limitations substantially similar to that 
of claim 1 and the same rationale of rejection is used, where applicable. Also wherein 
the system contains a message store configured to store messages having message 
characteristics. (Ramsdell: pg 10, 28-40 specify the past received messages are 
analyzed for past used encryption techniques, indicating that the messages are stored, 
along with their characteristics; See also pg 8, lines 24-26) 

Regarding claim 23, this device claim comprises limitations substantially similar to that 
of claim 24 and the same rationale of rejection is used, where applicable. 
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Regarding claim 25, this device claim comprises limitations substantially similar to that 
of claim 26 and the same rationale of rejection is used, where applicable. 



Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 0. Claims 1 9, 20, 36 and 37 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Ramsdell (RFC 2633, June 1999). 

Regarding claims 36 and 37, Ramsdell teaches that the messaging agents are on 
terminals on the Internet. (Pg 1 , lines 37-40). 

Ramsdell does not explicitly teach that the messaging client operates on a 
wireless mobile communication device or a personal computer. 

An official notice is taken that such use of wireless mobile devices and personal 
computers as operating devices on the Internet is well known in the art at the time of 
applicant's invention. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize any known devices on the Internet including wireless 
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mobile devices and personal computers because it would have enabled practicing 
Ramsdell's invention. 

Regarding claim 19 and 20, Ramsdell teaches wherein the message settings field 
further specifies alternative messaging settings that may be used for an outgoing 
message. (Ramsdell: Pg 6, lines 37-45 specify that the possible encryption/signature 
algorithms should be listed in order of preference) 

Ramsdell teaches the receiver broadcasting the preference list, so senders know 
which type of message settings to use, as opposed to inserting the list into the header 
of a sent message. However, Ramsdell does teach wherein the header contains a 
multitude of settings information. (Ramsdell: pg 21 , lines 26-46 specify a sample 
message with multiple part signing) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the combination of ordering alternative message setting 
preferences and having multiple settings identified from the fields in a received email. 
One of ordinary skill would be motivated to utilize the combined teachings in order to 
identify alternative message settings for an outgoing message, if multiple settings were 
specified in the originally received message. 
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11. Claim 35 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ramsdell (RFC 2633, June 1999), and further in view of Atkins (RFC 1991, August 
1996). 

Regarding claim 35, Ramsdell teaches wherein his concepts of applying outgoing 
encryption algorithms based off received message encryptions and resolving conflicts of 
differing outgoing encryptions are applied to S/MIME standard. 

Ramsdell does not explicitly teach applying such a technique for use with the 
Pretty Good Privacy signing and encrypting standard. 

Atkins, in a similar field of endeavor, describes using PGP as a standard for 
message encryption and signing. (Atkins: Pg 2, lines 14-22) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the teachings of Atkins for using PGP. The teachings of 
Atkins, when implemented in the Ramsdell system, will allow one of ordinary skill in the 
art to encrypt or sign messages with yet another standard. One of ordinary skill in the 
art would be motivated to utilize the teachings of Atkins in the Ramsdell system in order 
to provide messaging with multiple signing and encryption capabilities and therefore 
make it more compatible for communication with a variety of clients and enable the 
invention to be reasonably practiced. 
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12. Claims 9-14, 16, 17, 28-32, and 38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ramsdell (RFC 2633, June 1999), and further in view of Thorne et al 
(US 5,958,005). 

Regarding claim 9, Ramsdell teaches wherein the received message further comprises 
messaging settings and wherein the step of selecting settings comprises the step of 
selecting settings based off the received message settings. 

Ramsdell does not teach wherein the message settings are control flags, nor 
does he choose selecting a setting based on the control flags. 

Thorne, in a similar field of endeavor, teaches wherein the received message 
further comprises messaging settings control flags, (Thorne: col 8, lines 27-42 specify 
that the original message may contain various control flags; See Figure 4 for all flag 
types) 

and wherein the step of selecting comprises the step of selecting messaging 
settings based on the control flags. (Thorne: col 10, lines 51-63 specify that the 'Display 
Times' indicator of the received message affects the duration of display for the message 
being composed as a reply as the outgoing message) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the teachings of Thorne for using control flags to indicate 
setting attributes. The teachings of Thorne, when implemented in the Ramsdell system, 
will allow one of ordinary skill in the art to quickly identify particular message settings 
characteristics in a Boolean fashion. One of ordinary skill in the art would be motivated 
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to utilize the teachings of Thorne in the Ramsdell system in order to provide more 
flexibility with the use of message settings. 

Regarding claim 10 the Ramsdell/Thorne system teaches wherein 

the control flags indicate which of the messaging settings specified in the 
messaging settings field (Thorne: col 10, lines 1-25 specify various flags controlling 
actions associated with the received email) must be selected for the outgoing message. 
(Ramsdell: pg 10, lines 28-40 specify when the action is an outgoing message setting, 
such as an encryption algorithm) 

Regarding claim 29, Ramsdell teaches analyzing previously received messages to 
determine if they are related to the current outgoing messages in an effort to determine 
encryption techniques, but not to determine message restrictions. 

Thorne, in a similar field of endeavor, teaches the method of claim 1 further 
comprising: 

determining whether the received message comprises message restrictions 
established by a message sender (Thorne: col 10, lines 1-25 specify various restrictions 
that can be applied to a message being read or composed) 

determining whether processing of the outgoing message is allowed by the 
message restrictions where the received message comprises message restrictions; 
(Thorne, col 10, lines 1-25 specify an do-not-forward specification which would affect an 
outgoing message based off the related previously received message) 
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processing the outgoing message in accordance with the selected messaging 
settings where processing of the outgoing message is allowed by the message 
restrictions. (Thorne: col 10, lines 1-25 specify that forwarding an email is processed in 
accordance with the restriction of the received message) 

Regarding claim 30, the Ramsdell/Thorne system teaches a method further comprising: 

contacting the message sender where the received message comprises 
message restrictions. (Thorne: col 10, lines 51-53 specify that an auto-countdown 
expiration restriction can be extended, e.g. temporarily overridden, based off user input) 

Regarding claim 31 , the Ramsdell/Thorne system teaches a method further comprising: 

contacting the message sender to request permission to process the outgoing 
message where processing of the outgoing message is not allowed by the message 
restrictions; (Thorne: col 10, lines 35-53 specify that the notifications such as "Display 
Time Exceeded" can be shown to user once the auto-countdown expiration restriction 
has expired) 

processing the outgoing message in accordance with the selected messaging 
settings where a response (user input, such as indicating a reply is to be sent) 
comprising permission to process the outgoing message is received from the message 
sender. (Thorne: col 10, lines 51-54 specify that the user input can temporarily override 
this restriction, such as when constructing a reply) 
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Regarding claim 32, the Ramsdell/Thorne system teaches wherein 

the response further comprises an indication of required messaging settings to 
be used in the processing of the outgoing message. (Thome: col 10, lines 63-65 
specify that after an indication of reply has been made by the user, e.g. a response, 
certain messaging settings are adjusted, such as the portion of the original message 
being removed from the reply) 

Regarding claim 38, the Ramsdell/Thorne system teaches a method further comprising 
the step of: 

selecting default messaging settings to control message characteristics of the 
outgoing message where the outgoing message is not related to a previously received 
message. (Thorne: col 7, lines 1-15 specify that default settings can be used in the 
composition of a new message, which would occur when it is not related to a previously 
received message) 

Regarding claim 1 1 , the Ramsdell/Thorne system teaches wherein 

the message characteristics of the received message (Ramsdell: col 10, lines 28- 
40 specify received message characteristics being applied to outgoing messages) 
comprise required message characteristics (Thorne: Figure 3, one of items 306, 308, 
and 310 must be elected if the outgoing message is specified as being secure) 

and the step of selecting comprises the step of confirming that messaging 
settings associated with the required message characteristics are selected. (Thorne: 
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Figure 3, item 310 back to item 304 contains a flow path that depicts confirming whether 
either item 306, 308, or 310 are selected) 

Regarding claim 12, the Ramsdell/Thorne system teaches further comprising the step of 
alerting a user where messaging settings associated with the required message 
characteristics are not selected. (Thorne: Figure 3, item 310 back to item 304 implies 
that the user is then prompted to select whether the document should be secure or not if 
none of the options are selected; col 7, lines 16-20 specify that the user could be 
prompted with a yes/no choice to indicate whether the message is secure) 

Regarding claim 13, the Ramsdell/Thorne system teaches wherein the message 
characteristics of the received message (Ramsdell: col 10, lines 28-40 specify received 
message characteristics being applied to outgoing messages) comprise required 
message characteristics (Thorne: col 7, lines 1-20 specify that all the control flags are 
required to be set with either a Yes or No choice by user input or maintaining their 
default settings; See also Figure 3), further comprising the steps of: 

receiving an input from a user of the messaging client (Thorne: col 7, lines 1-20 
specify user input; See Figure 3, items 306, 308, 310) 

determining whether the input changes any of the required message 
characteristics (Thorne: Figure 3, item 310 into 304 depicts it determining if one has 
changed) 
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alerting the user where the input changes any of the required message 
characteristics. (Thorne: Figure 3, item 310 into 304 depicts alerting the user when user 
input does not correctly change required characteristics) 

Regarding claim 14, the Ramsdell/Thorne system teaches wherein the input specifies 
further messaging settings (Thorne: Figure 3, any setting besides 306, 308, or 310) in 
addition to the messaging settings associated with the required message 
characteristics, further comprising the steps of: 

selecting the further messaging settings in addition to the messaging settings 
associated with the required message characteristics to control the message 
characteristics of the outgoing message. (Thorne: Figure 3, items 306-320 depict user 
selecting multiple message settings, some required and some not) 

Regarding claim 16, the Ramsdell/Thorne system teaches wherein the received 
message (Ramsdell: pg 23, lines 21-43 specify the use of headers of a received 
message to identify characteristics) comprises control flags indicating the required 
message characteristics. (Thorne: col 8, lines 28-42 specify flags in the header for 
indicating if a secure characteristic flag, i.e. secret, confidential, or restricted, is 
required; See also Figure 4) 

Regarding claim 17, the Ramsdell/Thorne system teaches wherein the message 
characteristics of the received message (Ramsdell: pg 23, lines 21-43 specify the use of 
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headers of a received message to identify characteristics) further comprise optional 
message characteristics. (Thorne: col 7, line 66 - col 8, line 12 specify various optional 
characteristics of an outgoing message) 

Regarding claim 28, the Ramsdell/Thorne system teaches wherein the step of resolving 
the conflicting messaging settings (Thorne: Figure 3, item 310 into 304 identifies when 
'Secure?' has been answered with 'Yes' but no level of security has been chosen) 
comprises the steps of: 

alerting a user of the messaging client to the conflicting messaging settings; 
(Thorne: Figure 3, item 310 into 304 implies the user is re-prompted for the security flag 
choice, thereby alerting the user) 

prompting the user to choose which of the conflicting messaging settings should 
be selected. (Thorne: Figure 3, item 310 into 304 implies prompting the user to re- 
choose the secure document setting and cycles through items 304 to 310 until the 
conflict is resolved) 

13. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over over 
Ramsdell (RFC 2633, June 1999), in view of Thorne et al (US 5,958,005), and further in 
view of Kamen et al (US 2002/01 21 394 A1 ). 
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Regarding claim 15, the Ramsdell/Thorne system teaches further comprising the step 
of: user input changing the required message characteristic. (Thorne: Figure 3, item 310 
into 304) The Ramsdell/Thorne system does not teach wherein it ignores the user 
input. 

Kamen teaches a control system that ignores user commands in an effort to 
maintain required characteristics, such as staying upright and stable. (Kamen: [0061]) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the teachings of Kamen for ignoring user input. The 
teachings of Kamen, when implemented in the Ramsdell/Thorne system, will allow one 
of ordinary skill in the art to maintain required message settings and ignore user input 
attempting to change them. One of ordinary skill in the art would be motivated to utilize 
the teachings of Kamen in the Ramsdell/Thorne system in order to enable practicing the 
invention with user input and controlling that user input and its effects. 

14. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ramsdell (RFC 2633, June 1 999), in view of and further in view of Thorne et al (US 
5,958,005), and in further view of Carpenter et al (US 5,544,31 6). 

Regarding claim 18, the Ramsdell/Thorne system teaches wherein the received 
message (Ramsdell: pg 23, lines 21-43 specify the use of headers of a received 
message to identify characteristics) comprises control flags indicating the required 
message characteristics. (Thorne: Figure 4 depicts the header information such as the 
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Secure flag and either the secret/confidential/restricted flag; Figure 3, item 310 into 304 
depicts the secure flag indicates whether the subsequent secret/confidential/restricted 
flag is required) 

The Ramsdell/Thorne system uses a predefined header to know the 
predetermined optional characteristics, rather than have a flag indicate which ones are 
optional. 

Carpenter, in a similar field of endeavor, teaches wherein user defined attributes 
are assigned either a 'required' or 'optional' flag. (Carpenter: col 43, lines 6-11) 
It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to utilize the teachings of Carpenter for utilizing optional and required control 
flags. The teachings of Carpenter, when implemented in the Ramsdell/Thorne system, 
will allow one of ordinary skill in the art to quickly identify which message characteristics 
are either optional or required. One of ordinary skill in the art would be motivated to 
utilize the teachings of Carpenter in the Ramsdell/Thorne system in order to enable fully 
practicing the invention with user interaction. 

1 5. Claims 2-5 and 40-48 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Ramsdell (RFC 2633, June 1999), and further in view of Klein (US 6,496,853 B1). 
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Regarding claim 2, Ramsdell teaches where in the step of determining if the outgoing 
message is related to a previously received message (Ramsdell: pg 10, lines 28-40), 
but does not explicitly state how to determine if a recently received message is related. 

Klein, in a similar field of endeavor, teaches the step of determining comprises 
determining whether the outgoing message includes a portion of a previously received 
message. (Klein: col 1 1, line 43-52 specify using message contents to identify related 
messages; See also Figure 7) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the teachings of Klein for identifying related messages. 
The teachings of Klein, when implemented in the Ramsdell system, will allow one of 
ordinary skill in the art to identify related messages based on a multitude of criteria. 
One of ordinary skill in the art would be motivated to utilize the teachings of Klein in the 
Ramsdell system in order to more efficiently and effectively identify related messages 
based on various criteria consisting of more than just the recipient information. 

Regarding claim 3, the Ramsdell/Klein system teaches wherein the received message 
comprises an attachment, and wherein the step of determining whether the outgoing 
message includes a portion of a previously received message comprises the step of 
determining whether the outgoing message includes the attachment. (Klein: col 11, 
lines 43-52 specify using message contents to identify related message; See also 
Figure 7; col 9, lines 6-9 specify that "message contents" include attached documents) 
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Regarding claim 4, the Ramsdell/Klein system teaches wherein the step of determining 
whether the outgoing message is related to a previously received message comprises 
the step of determining whether the outgoing message is a reply to a previously 
received message. (Klein: col 1 , lines 33-38 specify related messages are often replies, 
implying that identifying related messages could be done by identifying reply chains) 

Regarding claim 5, the Ramsdell/Klein system teaches wherein the step of determining 
the outgoing message is related to a previously received message comprises the step 
of determining whether the outgoing message is a forward message incorporating a 
previously received message. (Klein: col 1, lines 33-38 specify related messages are 
often forwards, implying that identifying related messages could be done by identifying 
forward chains) 

Regarding claim 40, the Ramsdell/Klein system teaches wherein the message store is 
configured to store messages received by the messaging client and messages sent 
(pending to be sent) by the messaging client. (Klein: col 3, lines 30-33 specify a 
message storage portion that contains received messages and pending messages; col 
2, lines 3-18 specify storing threaded message conversation, implying it stores both 
those received and sent; See also Figure 1, item 159) 

Regarding claim 41, the Ramsdell/Klein system teaches wherein the messaging client is 
further configured to determine whether the outgoing message is related to any of the 
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messages received by the messaging client. (Klein: Figure 4, item 420; col 11, lines 43- 
52) 

Regarding claim 42, the Ramsdell/Klein system teaches wherein the messages in the 
message store include a message comprising a messaging settings field specifying 
messaging settings used to control the message characteristics of the message. 
(Ramsdell: pg 10, lines 28-40 and pg 20, lines 20-21 specify accessing the signature 
header information to determine and control reply message encryption) 

Regarding claim 43, the Ramsdell/Klein system teaches wherein the messaging client is 
further configured to select the messaging settings specified in the messaging settings 
field of the message in the message store to which the outgoing message is related. 
(Ramsdell: pg 10, lines 28-40, pg 20, lines 20-21 specify the header and controlling of 
the message; Klein: Figure 1 , item 159 depicts the messages can be stored) 

Regarding claim 44, the Ramsdell/Klein system teaches further comprising a messaging 
settings store specifying messaging settings used to control the message 
characteristics of the messages in the store. (Ramsdell: pg 8, lines 24-26 specify 
storing the preference data after analyzing a received message is possible) 



Application/Control Number: 10/522,353 Page 27 

Art Unit: 4117 

Regarding claim 45, the Ramsdell/Klein system teaches wherein the message store and 
the messaging settings store are indexed by message identifiers. (Klein: Figure 3, item 
315 and 325; See also col 8, lines 23-41) 

Regarding claim 46, the Ramsdell/Klein system teaches wherein 

the messaging client is further configured to access the messaging settings store 
(Ramsdell: pg 8, lines 24-26 specify storing the preference data after analyzing a 
received message is possible), 

and to select the messaging settings specified in the messaging settings store for 
the message in the message store to which the outgoing message is related. 
(Ramsdell: pg 10, lines 28-40) 

Regarding claim 47, the Ramsdell/Klein system teaches wherein the system is 
implemented in a device selected from the group consisting of: a personal computer 
system (recipient computer systems), a handheld electronic device, a wireless mobile 
communication device, a mobile telephone having data communication functionality, a 
two-way pager, a voice communication device, a data communication device, and a 
dual-mode communication device. (Klein: Figure 1, item 150 depicts a personal 
computer; See also col 3, lines 23-38) 

Regarding claim 48, the Ramsdell/Klein system teaches wherein the message 
characteristics of the messages in the message store comprise secure messaging 
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characteristics selected from the group consisting of: message signing and message 
encryption. (Ramsdell: pg 10, lines 28-40 specify the adjusted outgoing message 
characteristic is encryption and the received message store contains both signature and 
encryption information) 



Cited Pertinent Prior Art 

16. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Cook (US 6,732,1 01 B1 ) discloses a system for a forwarding system that 
detects user preferences such as encryption and takes actions based on 
identifying messages with or without the corresponding user preferences. 

b. Decuir (US 2002/01 29275 A1 ) discloses a system and method managing 
received secure emails and controlling access to them based off particular 
settings. 

c. Johnson et al (US 5,809,232) discloses a system for finding related 
previously received messages while composing an outbound message. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey Nickerson whose telephone number is 571-270- 
3631 . The examiner can normally be reached on M-Th, 8:30-6:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Beatriz Prieto can be reached on 571-272-3902. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/J.N./ 

Jeffrey Nickerson 
TC2100 
Patent Examiner 

November 9, 2007 /Prieto B./ 
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